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ABOUT

×Chief Technology Officer - DAnSolutions

×Microsoft Certified Master (MCM) Directory Services

×Security Researcher / Purple Team

×Security Info -> ADSecurity.org

http://www.adsecurity.org/


AGENDA

Red Team (Recon, Escalate, Persist)

Blue Team (Detect, Mitigate, Prevent)





Perimeter Defenses Are Easily Bypassed



Source: KrebsonSecurity.com



Verizon DBIR: 2014 Breach Statistics

60%
ATTACKERS ARE ABLE TO COMPROMISE AN 
ORGANIZATION WITHIN MINUTES.

23% / 11%
OPEN PHISHING MESSAGES / CLICK ON 
ATTACHMENTS.

Source: Verizon Data Breach Investigation Report 2015
http://www.verizonenterprise.com/DBIR/

50%
OPEN E-MAILS AND CLICK ON PHISHING 
LINKS WITHIN THE FIRST HOUR.

99.9%
EXPLOITED VULNERABILITIES WERE 
COMPROMISED MORE THAN A YEAR AFTER THE 
CVE WAS PUBLISHED. 
About half of CVEs had PoCsin <1 month

95%
MALWARE TYPES SHOWED UP FOR LESS 
THAN A MONTH, 

70 - 90%
MALWARE SAMPLES ARE UNIQUE TO AN 
ORGANIZATION.

20%
Incidents related to insider threat



Red Team (Offense)



Attacker Goals

ÍData Access 

ÍExfiltration

ÍPersistence

Privilege escalation if needed



PowerShell Overview
Í5ŀǾŜ YŜƴƴŜŘȅΥ ά.ŀǎƘ ŦƻǊ ²ƛƴŘƻǿǎέ

ÍPowerShell.exe only an entry point into PowerShell

PowerShell Desktop OS Server OS

Version 2 Windows 7 Windows 2008 R2

Version 3 Windows 8 Windows 2012

Version 4 Windows 8.1 Windows 2012 R2

Version 5 Windows 10 Windows 2016



PowerShell Weaponized

ÍPowerSploit

ÍNishang

ÍPowerUp

ÍEmpire
(PowershellEmpire.com)



ά{tb {ŎŀƴƴƛƴƎέ {ŜǊǾƛŎŜ 5ƛǎŎƻǾŜǊȅ
ÍSQL servers, instances, ports, etc. 

ÍMSSQLSvc/adsmsSQLAP01.adsecurity.org:1433

ÍExchange Client Access Servers

ÍexchangeMDB/adsmsEXCAS01.adsecurity.org

ÍRDP

ÍTERMSERV/adsmsEXCAS01.adsecurity.org

ÍWSMan/WinRM/PS Remoting

ÍWSMAN/adsmsEXCAS01.adsecurity.org

ÍHyper-V Host

ÍMicrosoft Virtual Console Service/adsmsHV01.adsecurity.org

ÍVMWare VCenter

ÍSTS/adsmsVC01.adsecurity.org



SPN Scanning for MS SQL Servers

Discover-PSMSSQLServers
https:// github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Discover-PSMSSQLServers

https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Discover-PSMSSQLServers


SPN Scanning for Service Accounts

SPN Directory:  
http://adsecurity.org/?page_id=183

Find-PSServiceAccounts
https:// github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-PSServiceAccounts

http://adsecurity.org/?page_id=183
https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-PSServiceAccounts


Cracking Service Account Passwords (Kerberoast)

Request/Save TGS service tickets & crack offline.

ÍάKerberoastέ ǇȅǘƘƻƴ-based TGS password cracker.

ÍNo elevated rights required.

ÍNo traffic sent to target.



Kerberoast: Request TGS Service Ticket



Kerberoast: Save & Crack TGS Service Ticket



Blue Team Response: 
TGS Password Cracking

Detection (noisy):

ïEvent ID 4769: A Kerberos service ticket was requested

Mitigation:

ïService Account passwords >25 characters

ïUse (Group) Managed Service Accounts



Group Policy Preferences Credential Storage

The private key is publicly available on MSDN

https:// msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx

https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx


Exploiting Group Policy Preferences

\ \<DOMAIN>\SYSVOL\<DOMAIN>\Policies\



Blue Team Response: Exploiting GPP

Detection:
ïXML Permission Denied Checks
ÅPlace xml file in SYSVOL & set Everyone:Deny

ÅAudit Access Denied errors

ïDth ŘƻŜǎƴΩǘ ŜȄƛǎǘΣ ƴƻ ƭŜƎƛǘ ǊŜŀǎƻƴ ŦƻǊ ŀŎŎŜǎǎ

Mitigation:
ïInstall KB2962486 on every computer used to manage GPOs

ïDelete existing GPP xml files in SYSVOL containing passwords



Pivoting with Local Admin
ÍUsing GPP Credentials

ÍConnect to other computers using ADSAdminaccount

ÍCompromise Local Admin creds = Admin rights on all

ÍAlways RID 500 ςŘƻŜǎƴΩǘ ƳŀǘǘŜǊ ƛŦ ǊŜƴŀƳŜŘΦ

ÍMimikatzfor more credentials!



Blue Team Response: Local Admin
Detection:

ïLocal admin account logon

Mitigation:
ïUse Microsoft LAPS (or similar) for automatic local admin password change.

ïDeploy KB2871997 on all systems & disallow local account logon across network 
via GPO.

ïLimit workstation to workstation communication.

ïImplement network segmentation.



Mimikatz: The Credential Multi-tool
ÍDump credentials 
ÍWindows protected memory (LSASS). *
ÍActive Directory Domain Controller database . *

ÍDump Kerberos tickets 
Ífor all users. *
Ífor current user. 

ÍCredential Injection
ÍPassword hash (pass-the-hash) 
ÍKerberos ticket (pass-the-ticket) 

ÍGenerate Silver and/or Golden tickets 
ÍAnd so much more!



Dump Credentials with Mimikatz
User

Service Account



YŜǊōŜǊƻǎ ά5ƻǳōƭŜ IƻǇέ LǎǎǳŜ



Kerberos Unconstrained Delegation



Discover Servers Configured with Delegation



Kerberos Unconstrained Delegation





Exploiting Kerberos Delegation



Blue Team Response: Kerberos Delegation
Detection:
ïDelegation events

Mitigation:
ïOnly use Kerberos Constrained Delegation

ïDisable delegation for admin accounts



Dumping AD Domain Credentials

ÍGet access to the NTDS.dit file & extract data.

ÍCopy AD database from remote DC.

ÍGrab AD database copy from backup.

ÍGet Virtual DC data.

ÍDump credentials on DC (local or remote).

ÍRun Mimikatz(WCE, etc) on DC.

ÍInvoke-Mimikatz on DC via PS Remoting.



Finding NTDS.diton the Network

ÍAre your DC backups properly secured?

ÍDomain Controller storage?

ÍWho administers the virtual server hosting virtual DCs?

ÍAre your VMWare/Hyper-V host admins considered 
Domain Admins?

Hint: They should be.



Dump LSASS Process Memory



Dump AD Credentials with Mimikatz



NTDSUtil?



Dump Password Hashes from NTDS.dit


